Lesson 2: Network Models and Protocols

The OSI Model is a conceptual framework that standardizes the functions of a
communication system into seven distinct layers. It was developed by the International
Organization for Standardization (ISO) to facilitate interoperability between different
networking technologies and protocols.

Explanation of the Seven Layers

Physical Layer: The Physical Layer is responsible for transmitting raw data bits over a
physical medium, such as copper wires, fiber optic cables, or wireless radio waves. It
defines the electrical, mechanical, and procedural characteristics of the physical
connection.

Data Link Layer: The Data Link Layer is concerned with the reliable transmission of
data frames between adjacent nodes over a shared medium. It provides error detection
and correction, as well as framing and flow control mechanisms. Examples include
Ethernet and Wi-Fi protocols.

Network Layer: The Network Layer is responsible for routing packets between different
networks to facilitate end-to-end communication. It determines the optimal path for data
transmission and handles addressing, routing, and congestion control. IP (Internet
Protocol) is a key protocol at this layer.

Transport Layer: The Transport Layer ensures reliable and efficient data transfer
between end systems. It segments and reassembles data streams into manageable
chunks, provides error recovery and flow control, and establishes end-to-end
connections. TCP (Transmission Control Protocol) and UDP (User Datagram Protocol)
are commonly used protocols.

Session Layer: The Session Layer establishes, maintains, and terminates
communication sessions between applications. It manages dialogue control,
synchronization, and checkpointing to ensure seamless communication between
processes. Examples include NetBIOS and RPC (Remote Procedure Call).

Presentation Layer: The Presentation Layer is responsible for data translation,
encryption, and compression to ensure compatibility between different systems and
applications. It abstracts the underlying data formats and ensures that data is presented



in a readable and understandable format. Examples include JPEG, MPEG, and
SSL/TLS.

Application Layer: The Application Layer provides network services directly to end
users and applications. It encompasses protocols and services for email, file transfer,
web browsing, and other high-level functions. Examples include HTTP, SMTP, FTP, and
DNS.

L

Application Allows access to network resources

—E
Software / — )
Upper Layers Presentation

=
T~ e /Es_tablishes. manages and terminates
!ession. API, Sockets, WinSock
B ﬁo—;ides reliable processes for message
Heartof OSI ——— & Transport \ and error delivery ) ﬁ

Moves packests from source to
destination to provide internetworking. Receiver

Sender

Translates, encrypts and compresses data

oz
Hardware / =
Lower Layers_
e

Organizes bits into frames and provides

hop-to-hop delivery
ransmits bits over a medium, provi
mechanical and electrical specifications like
coax, wireless, hubs etc

www.nwkings.com

Functions and Responsibilities of Each OSI Layer

Each OSI layer performs specific functions and responsibilities to ensure the reliable
and efficient transmission of data across a network. These functions are organized
hierarchically, with each layer building upon the services provided by the layers below it.

Protocols and devices associated with each OSI layer vary depending on the specific
implementation and network architecture. However, some common examples include:

Physical Layer: Network cables, hubs, repeaters

Data Link Layer: Ethernet, Wi-Fi, switches, bridges
Network Layer: IP, routing protocols (OSPF, BGP), routers
Transport Layer: TCP, UDP, firewalls, gateways

Session Layer: NetBIOS, RPC



e Presentation Layer: JPEG, MPEG, SSL/TLS
e Application Layer: HTTP, SMTP, FTP, DNS

Understanding the OSI Model and its associated layers is essential for network
administrators, engineers, and developers to design, troubleshoot, and maintain modern
networking systems effectively. In subsequent sessions, we will delve deeper into each
layer, exploring its functions, protocols, and practical applications.

TCP/IP Model

The TCP/IP Model, also known as the Internet Protocol Suite, is a conceptual
framework used for defining the protocols and communication standards used on the
Internet. It was developed by the United States Department of Defense to facilitate
communication between different types of computer systems and networks.

While both the OSI and TCP/IP models are used to conceptualize and standardize
networking protocols, they differ in their approach and organization. The OSI Model
consists of seven layers, each with specific functions and responsibilities, whereas the
TCP/IP Model comprises four layers, reflecting the protocols and technologies used in
the Internet Protocol Suite.
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Network Interface Layer: The Network Interface Layer, also known as the Link Layer,
corresponds to the lower layers of the OSI Model (Physical and Data Link Layers). It



defines protocols and standards for transmitting data over the physical medium, such as
Ethernet, Wi-Fi, and DSL.

Internet Layer: The Internet Layer is equivalent to the Network Layer in the OSI Model.
It is responsible for routing packets between networks and addressing devices using IP
addresses. Key protocols at this layer include IP (IPv4 and IPv6), ICMP (Internet
Control Message Protocol), and ARP (Address Resolution Protocol).

Transport Layer: The Transport Layer in the TCP/IP Model aligns closely with the
Transport Layer in the OSI Model. It ensures reliable and efficient data transfer between
end systems, providing mechanisms for segmentation, flow control, and error recovery.
TCP (Transmission Control Protocol) and UDP (User Datagram Protocol) are primary
protocols at this layer.

Application Layer: The Application Layer in the TCP/IP Model encompasses the
higher layers of the OSI Model (Session, Presentation, and Application Layers). It
provides network services directly to end users and applications, including protocols for
email, file transfer, web browsing, and remote access. Examples include HTTP, SMTP,
FTP, and DNS.

Correspondence between OS| and TCP/IP Layers

e OSI Physical and Data Link Layers correspond to the TCP/IP Network Interface
Layer.
OSI Network Layer corresponds to the TCP/IP Internet Layer.
OSI Transport Layer corresponds to the TCP/IP Transport Layer.
OSI Session, Presentation, and Application Layers collectively correspond to the
TCP/IP Application Layer.

Understanding the TCP/IP Model and its layers is essential for network administrators
and engineers, as it forms the basis for communication on the Internet. While the OSI
Model provides a comprehensive framework for understanding networking concepts,
the TCP/IP Model offers a practical and widely adopted approach for implementing and
managing network protocols and technologies.

Protocols: TCP, UDP, IP, ICMP

Transmission Control Protocol (TCP)



The Transmission Control Protocol (TCP) is a connection-oriented protocol that ensures
reliable data transmission between devices over a network. TCP establishes a
connection between the sender and receiver before data transfer begins, ensuring that
all data packets are delivered accurately and in the correct order. It provides error
checking, flow control, and congestion control mechanisms to maintain data integrity
and network performance.

TCP's key features include reliable delivery, error recovery, data segmentation, and
reassembly. It is widely used in applications where data accuracy and integrity are
critical. Common applications of TCP include web browsing (HTTP/HTTPS), email
(SMTP, IMAP, POP3), file transfer (FTP), and remote access (SSH, Telnet).

User Datagram Protocol (UDP)

The User Datagram Protocol (UDP) is a connectionless protocol that provides a
lightweight, low-latency communication method. Unlike TCP, UDP does not establish a
connection before data transfer and does not guarantee reliable delivery or order of
packets. This makes UDP faster and more efficient for applications that can tolerate
some data loss or require real-time communication.

UDP's key characteristics include minimal overhead, no error recovery, and the ability to
send data as a continuous stream. It is ideal for applications where speed is more
critical than reliability. Common applications of UDP include live video and audio
streaming, online gaming, VoIP (Voice over IP), and DNS (Domain Name System)
queries.

Internet Protocol (IP)

The Internet Protocol (IP) is responsible for addressing and routing packets of data
between devices across different networks. It defines the structure of data packets and
the addressing scheme used to identify devices on the network.

IPv4 (Internet Protocol Version 4) is the fourth version of IP and uses a 32-bit address
format, allowing for approximately 4.3 billion unique addresses. Due to the rapid growth
of the Internet, the available IPv4 addresses have become scarce, leading to the
development of IPv6 (Internet Protocol Version 6).

IPv6 uses a 128-bit address format, significantly expanding the address space to
accommodate the increasing number of connected devices. IPv6 also includes
improvements such as simplified packet headers, improved security features, and better
support for Quality of Service (QoS).



Internet Control Message Protocol (ICMP)

The Internet Control Message Protocol (ICMP) is used for diagnostic and error-reporting
purposes within IP networks. ICMP messages are generated in response to errors in IP
operations or for network devices to relay control information.

ICMP's primary functions include reporting unreachable destinations, redirecting routes,
and checking connectivity (using tools like ping and traceroute). ICMP plays a crucial
role in network management, troubleshooting, and maintaining the overall health of the
network.

Practical Examples and Use Cases
To illustrate the practical applications of these protocols, consider the following
examples:

e TCP: When you browse a website, your browser uses TCP to establish a
connection with the web server, ensuring that all webpage data is received
accurately and in the correct order.

e UDP: During a live video stream, the streaming service uses UDP to send video
data to your device. Even if some packets are lost, the video continues playing
without noticeable interruption.

e |Pv4/IPv6: When you connect to a network, your device is assigned an IP
address (IPv4 or IPv6). This address identifies your device on the network,
allowing data to be routed to and from it.

e ICMP: When you use the ping command to check if a server is reachable, ICMP
sends echo request messages to the server and waits for echo reply messages,
helping you diagnose network connectivity issues.

Understanding these protocols and their applications is essential for anyone involved in
networking. Each protocol plays a specific role in ensuring efficient, reliable, and
effective communication across diverse network environments.



