
Lesson 14: Cryptography and Computational
Complexity
Cryptography and computational complexity are two interconnected fields that play
critical roles in ensuring the security and efficiency of modern computer systems and
information exchange.

Cryptography focuses on developing techniques and protocols to secure data and
communication, protecting it from unauthorized access and tampering. It encompasses
the study of algorithms and mathematical principles used to encrypt information,
ensuring its confidentiality, integrity, and authenticity. Cryptography enables secure
communication, secure storage of sensitive data, and various other applications in
areas such as digital signatures, secure multiparty computation, and secure key
exchange.

On the other hand, computational complexity theory explores the inherent difficulty of
solving computational problems. It seeks to understand the resources, such as time and
space, required to solve different types of problems and classify them into complexity
classes based on their computational difficulty. Computational complexity theory
provides insights into the efficiency and limitations of algorithms, helping to identify
problems that are intractable to solve efficiently and those that have efficient solutions.

The intersection of cryptography and computational complexity is crucial in designing
secure cryptographic systems and protocols. Cryptographic algorithms should be
designed to withstand attacks from adversaries who have access to significant
computational resources. Computational complexity theory provides a foundation for
assessing the hardness of cryptographic problems, ensuring that cryptographic systems
are built on solid mathematical foundations.

Together, cryptography and computational complexity form the backbone of secure
communication, data protection, and information security. By leveraging cryptographic
techniques and understanding the computational limits of solving problems, these fields
contribute to building secure and efficient systems that protect sensitive information and
ensure trustworthy interactions in our increasingly digital world.



Introduction to cryptography
Cryptography is a complex and fascinating field that deals with the art and science of
secure communication. It involves techniques, methods, and algorithms that are
employed to protect information from unauthorized access and ensure its confidentiality,
integrity, and authenticity. Cryptography plays a vital role in various aspects of our digital
lives, from securing financial transactions and sensitive data to protecting

communications over
the internet.

At the heart of
cryptography lies the
process of encryption,
which transforms
plain, readable data,
known as plaintext,
into an unintelligible
form called ciphertext.
Encryption is
accomplished using
mathematical
algorithms and
cryptographic keys.
The choice of

encryption algorithm and key determines the strength of the encryption.

There are different types of encryption techniques used in cryptography:

1. Symmetric-key encryption: In symmetric-key encryption, a single secret key is used
for both encryption and decryption. This means that the same key used to encrypt the
plaintext is also used to decrypt the ciphertext. The challenge with symmetric encryption
is securely sharing the key between the sender and the recipient.

2. Public-key encryption: Public-key encryption, also known as asymmetric
encryption, uses a pair of mathematically related keys: a public key and a private key.
The public key is freely shared, while the private key is kept secret. Messages
encrypted with the public key can only be decrypted using the corresponding private



key. This enables secure communication between parties without the need for a shared
secret key.

3. Hash functions: Cryptographic hash functions take an input and produce a
fixed-size output, known as a hash or message digest. These functions are designed to
be fast and efficient, but also irreversible. The same input always produces the same
output, but it is computationally infeasible to recreate the original input from the hash.
Hash functions are used to ensure data integrity, as even a small change in the input
results in a completely different hash.

4. Digital signatures: Digital signatures are used to verify the authenticity and integrity
of digital documents or messages. They are created using a private key and can be
verified using the corresponding public key. Digital signatures provide a means of
ensuring that a message or document has not been tampered with during transmission
and that it indeed originated from the claimed sender.

Additionally, cryptography involves the development and analysis of cryptographic
protocols, which are sets of rules and procedures governing secure communication
between parties. These protocols provide a framework for secure interactions,
establishing trust, and protecting data privacy.

Advancements in cryptography are driven by the need to stay ahead of potential
threats, including the rise of powerful adversaries and the emergence of quantum
computers. Post-quantum cryptography is an area of active research that focuses on
developing encryption algorithms resistant to attacks from quantum computers.

Cryptography is a fundamental component of modern information security and is
applied in various domains, including finance, e-commerce, communication networks,
and government systems. Its continuous evolution and innovation contribute to the
development of robust encryption techniques and secure communication protocols,
enabling us to navigate the digital world with confidence and trust.

Complexity-theoretic foundations of cryptography
The complexity-theoretic foundations of cryptography delve into the mathematical
principles and computational boundaries that serve as the bedrock for secure
cryptographic systems. These foundations establish a robust framework for assessing
the security and efficiency of cryptographic algorithms and protocols. By comprehending



the computational complexity of problems and the inherent challenges in solving them,
cryptography can ensure the resilience of cryptographic systems against potential
attacks by adversaries.

A fundamental concept in complexity theory is computational hardness, which examines
different classes of computational problems and categorizes them based on their
difficulty to solve efficiently. Problems that can be solved within a reasonable timeframe
are classified as belonging to the class P (polynomial time), while problems that are
arduous to solve efficiently fall into the class NP (nondeterministic polynomial time). The
P versus NP problem, an infamous open question in complexity theory, ponders
whether P is equal to NP or if there exist problems in NP that are inherently more
difficult to solve.

Cryptography capitalizes on the intrinsic difficulty of certain problems to ensure security.
For example, many encryption schemes rely on the assumption that factoring large
numbers is computationally challenging. Factoring large numbers is believed to reside
in the class NP but not in the class P, implying the absence of an efficient algorithm to
factorize large numbers in polynomial time. This assumption forms the foundation of
widely adopted public-key encryption algorithms such as RSA.

Another pivotal concept in complexity theory relevant to cryptography is computational
indistinguishability. Cryptographic protocols strive to prevent any leakage of useful
information to adversaries during the protocol's execution. Computational
indistinguishability asserts that even with unlimited computational power, adversaries
cannot discern between two distributions of information generated by the protocol. This
property guarantees that any information revealed during the protocol's execution
remains secure.

Furthermore, complexity theory equips us with tools to analyze the security of
cryptographic primitives such as one-way functions, pseudorandom generators, and
hash functions. These primitives serve as essential building blocks in constructing
secure cryptographic systems. Complexity-theoretic assumptions, such as the hardness
of inverting one-way functions or distinguishing pseudorandom sequences from truly
random ones, establish the basis for the security of these primitives.

The relationship between complexity theory and cryptography is an ever-evolving field
of research. Cryptographers continuously explore new complexity-theoretic
assumptions, develop novel cryptographic schemes, and assess their security in light of
emerging computational models and advancements in complexity theory. This symbiotic
relationship ensures that cryptography remains firmly grounded in rigorous



mathematical foundations, allowing it to adapt to new challenges within an
ever-changing technological landscape. The ongoing exploration of complexity-theoretic
foundations enriches the field of cryptography, enabling the development of innovative
and robust cryptographic solutions to safeguard sensitive information and promote
secure communication in the digital realm.

Cryptographic protocols and secure communication
Cryptographic protocols form the cornerstone of secure communication, providing a
robust framework to safeguard the confidentiality, integrity, and authenticity of
transmitted information. These protocols define a set of rules and procedures that
govern the use of cryptographic techniques, ensuring that data exchanges remain
protected against unauthorized access and tampering.

Cryptographic protocols encompass a wide range of techniques and mechanisms
designed to address various aspects of secure communication:

1. Key Exchange Protocols: Key exchange protocols enable secure establishment of
shared cryptographic keys between communicating parties. These protocols ensure that
the keys are securely exchanged and remain confidential, preventing eavesdropping
and unauthorized decryption of the transmitted data. Well-known key exchange
protocols include Diffie-Hellman and its elliptic curve variant (ECDH).

2. Secure Authentication Protocols: Authentication protocols verify the identities of
participants in a communication process, preventing unauthorized access and
impersonation. These protocols employ cryptographic mechanisms such as digital
signatures, challenge-response protocols, and certificate-based authentication to
validate the authenticity of communicating parties.

3. Secure Transport Protocols: Secure transport protocols, such as SSL/TLS, are
specifically designed to provide secure communication over networks, particularly the
internet. They establish encrypted channels, ensuring confidentiality and integrity of
data transmitted between clients and servers. These protocols also include mechanisms
for server authentication to prevent man-in-the-middle attacks.

4. Secure Messaging Protocols: Secure messaging protocols protect the privacy and
integrity of messages exchanged between users. They employ encryption techniques,
such as symmetric and asymmetric encryption, to ensure that only intended recipients



can access the content while also verifying the integrity of the messages through digital
signatures or message authentication codes (MACs).

5. Secure Multi-Party Computation (SMPC) Protocols: SMPC protocols allow
multiple parties to collaborate on computations without revealing their individual inputs.
These protocols employ cryptographic techniques, such as secret sharing and secure
function evaluation, to enable secure joint computation while preserving the privacy of
individual inputs.

6. Secure File Transfer Protocols: Secure file transfer protocols, such as SFTP and
SCP, provide mechanisms for secure and encrypted file transfers over networks. These
protocols employ encryption, data integrity checks, and authentication mechanisms to
protect files during transit, preventing unauthorized access or modifications.

Cryptographic protocols are carefully designed to address specific security
requirements and ensure the confidentiality, integrity, and authenticity of transmitted
data. They combine various cryptographic techniques, algorithms, and mathematical
principles to provide comprehensive security guarantees.

In domains such as e-commerce, financial transactions, healthcare systems, and
government communications, cryptographic protocols play a pivotal role in enabling
secure exchanges of sensitive information. By implementing these protocols,
organizations and individuals can communicate with confidence, knowing that their data
remains confidential, unaltered, and accessible only to authorized recipients.
Continuous research and advancements in cryptographic protocols aim to enhance their
security, efficiency, and adaptability to emerging technologies and evolving threats,
reinforcing the foundations of secure communication.


